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Send your questions and comments to
Jack.Schofield@guardian.co.uk. Published letters
will be edited for brevity, but include full details
with your query.
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Safe trip
© Ask Jack My partner and | are planning a round-the-world "trip of a
Gol lifetime" and expect to be away for several months. We will

still have to manage our bank and credit card accounts. We
do this mostly by internet, but how can we continue to do this
on the road? | have reservations about internet cafes: how
do | know they are not running software to record my
account and password details? Presumably an internet cafe

Recent articles
Ask Jack, June 17

Ask Jack, June 10 would not want me to plug my laptop into their network, for
their own security.
Ask Jack, Jun 03 Tony Wyers
Ask Jack, May 27 Jack Schofield replies: | have not been round the world,
but | have usually managed to find a cybercafe that would let
me use my laptop, and some offer it as a service. You can't
Ask Jack, May 20 . X
B guarantee that a cybercafe will not have a "packet sniffer" /

that could capture your data. However, if your banks use

Ask Jack, May 13 SSL (Secure Sockets Layer) connections - look for https in
the address, and a padlock at the bottom of the browser -

Ask Jack, May 06 then the information sent between your PC and the bank is
already encrypted.

Ask Jack, Apr 29

Still, it would be a better idea to use your notebook from a
good hotel. Many now offer broadband to the room, or at

Ask Jack, Apr 21 .
least to the business centre, and you can ask to use that

even if you are not staying there. Some hotels and airports GUARDIAN
Ask Jack, Apr 14 also offer Wi-Fi wireless connections, but these are not very l#tlﬂrhéEED
secure unless Wi-Fi Protected Access (WPA) is used. Know where
En u're going
efore you go

| would not recommend using cybercafe computers for
financial transactions. If you don't have a choice, reduce the
risk by always using SSL. When you have finished, close all
browser windows, open one new browser window, empty the
cache of temporary internet files, and reboot the PC. Change
your passwords often and, obviously, don't make the
operating system remember them.

Most internet service providers have a number that can be
dialled from overseas, via a modem, so make sure to get this
and try it before you go. Long distance calls are expensive
but may be cheaper than getting your accounts hacked.

An interesting alternative is the StealthSurfer, which is
basically a USB drive. The browser (a modified Netscape 7)
and security software, your data, and any temporary files are
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all stored on the thumb-drive so you can unplug it and take it
away when you have finished. See www.stealthsurfer.biz.

Another idea would be to access your home PC remotely, if
it has an always-on internet connection. You can do this via
a secure VPN (Virtual Private Network) connection. The
website at GoToMyPC.com lets you access your home PC
securely via the web. Again, you would need to test this
before setting off.

Experienced

| received an email from Shyxp.us that says: "ALERT! -
Someone who knows you is attempting to share opinions
and experiences about you in our online community." The
site claims to be legal. What should | do about it, and is there
a danger of important information being passed on through
it?

Gaynor Barrett

JS: Emails like this are regularly sent as spam. You are
supposed to go to the site and validate your email address.
To find out what is supposedly being said about you, you will
be asked to pay to subscribe, and then you will find there is
no information at all. In other words, it's a scam. Word-of-
Mouth.Org tried this trick last year, and the email you sent
looks like a repeat. The great Snopes site has an entry about
it at www.snopes.com/computer/internet/wordofmouth.asp.

Slow PC

Sometimes my computer seems to slow (running XP Home,
but also climateprediction.net). On looking at the task
manager, | find something called model.exe system taking
over 90% of the CPU capacity. Is this normal and do | need
it?

Dr HM Gee

JS: I'd guess that model.exe is part of the climate modelling
software. Under Slow Computer/Model.Exe Crash, the site
says: "Unfortunately due to the heavy requirements imposed
by the climate modelling software (>500,000 lines of code), a
machine that is slower than a Pentium IlI/600MHz is not
recommended." See:
www.climateprediction.net/info/part_faqg.php.

Forged addresses

Is there any way to stop one's email address being spoofed
to send viruses to friends and strangers?

Tim Walmesley

JS: No, not as far as | know.
Backchat

- Journalist Carlos Quinn wanted a cheap portable computer
for word processing. Both Phil Coughlin and Frank Jordans
suggested the Compaq Aero 8000, a thin and light
notebook-style Windows CE machine, available secondhand
at very low prices. Huw Thomas suggested looking at the
"Alphasmart/Dana Wireless, which can be seen as a sort of
spiritual heir to the Tandy 100. Dana is not without its design
compromises, but the company offers a trial period so you
can evaluate these." See www.alphasmart.co.uk/danal/.
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